
 

 

Coping with potential mobile device loss or theft risks: A social learning and 

self-protection perspective 

Abstract 

The loss and theft of mobile devices is a new type of security threat faced by many users of 

mobile devices. Unlike employee behavior regarding organizational information system security 

issues, mobile user security coping behavior is by and large affected by a social learning 

environment and motivated by self-protection concerns.  This study relies on a combination of social 

learning and protection-motivation theory to explain mobile user behaviors in coping with risks of 

mobile device loss or theft.  We found that user intentions to employ countermeasures are influenced 

by their self- and coping-efficacy appraisals of threats; and that such appraisals are based in part on 

various sources of information, including knowledge regarding possible countermeasures, social 

influences, and past experience. These findings support the proposed model and demonstrate how 

social learning and protection motivation can be intertwined, ultimately explaining intentions to 

employ countermeasures against harm from device loss or theft. 
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1.  Introduction 

With the continuing advance and wide-spread use of wireless networks, mobile devices, such 

as smartphones, laptops and tablets, allow users to access, process and store important information 

anytime and anywhere. However, mobile devices differ from desk computers, in that they are 

much more likely to be lost or stolen. About 70 million smartphones are lost each year, and one 

laptop is stolen every 53 seconds [37]. In the U.S. 113 cell phones are lost or stolen every minute 

[4]. One in every six users has experienced loss, theft or damage to mobile devices such as laptops, 

smartphones and tablets in the last 12 months [36]. Theft or loss of mobile devices can also lead to 

the loss of valuable data assets (e.g., personal information or critical files), and access to vital 

applications (e.g., email or organizational applications). As pointed out in a recent industry survey, 

26 percent of respondents said their organization had data loss or leakage on a smartphone, and 23 

percent said they had data loss or leakage on a tablet [45]. Lost and stolen mobile devices are seen 

among consumers and information systems (IS) professionals as the greatest security concern in 

the mobile computing environment [55].  

Employee security behaviors such as security policy violations have been widely studied in 

the setting of management information systems [15; 18; 29; 66]. However, when we study mobile 

user security behavior, the context of mobile device use is significantly different from the context 

of organizational information system use. A comparison is summarized in Table 1 and reviewed in 

detail below. 



 

 

Table 1. Comparison of Organizational Information Systems and Mobile Device Contexts 

Security study 

context 

Organizational information 

system 

Mobile device 

Ownership  Organization owned Mainly privately owned 

Usage For organizational use only Mainly personal use, with some mix 

of both personal and business use.  

Social 

environment 

Work environment, influenced by 

colleagues and supervisors 

Used anywhere, influenced by 

family, friends, and colleagues  

Security training Formal policy and security training Social influence and self-learning 

Security 

responsibility 

Organization and IT department Mostly device owner 

Security breach 

consequence 

Organization bears the 

consequence 

Mostly the device owner bears the 

consequence 

Relevant theory 

for behavior 

study 

Deterrence theory, neutralization 

theory  

Protection motivation theory, social 

learning theory 

 

Ownership: Management information systems including hardware and software are owned by 

companies. However, mobile devices are mainly owned by individuals. Although some companies 

do buy mobile devices for their employees, ownership is often transferred to individuals. The BYOD 

(Bring Your Own Device) phenomenon also reinforces the legal use of privately owned devices such 

as smartphones and tablets in a working environment for business purposes [49]. Industry surveys 

reveal that 89 percent of employees have their mobile devices connected to corporate networks, and 

65 percent of corporations allow employees to connect their personal mobile devices to corporate 

networks [21].  

Usage: Management information systems are used by organizations for operations and decision 

making. However, mobile devices are mainly used by individuals for personal purposes.  Although 

some special mobile devices are used for business only, such as the devices used for police or 

delivery services, many general purpose mobile devices such as smartphones and notebook 



 

 

computers are often used for both personal and business purposes. While many employees use 

their personal devices to handle work-related tasks, such as accessing corporate email and viewing 

documents, nearly 63 percent of work-issued mobile devices are used by employees for personal 

activities [56]. "Devices are no longer just consumer devices or business devices. They are both" 

[55]. As pointed out in a recent report [16], “There appears to be a disconnect between what 

employees think they can do with their company-issued devices and what policies IT actually 

dictates about personal usage.”     

Social Environment: Management information systems are mainly used in organizational working 

environments.  Any related social influence for workers is usually from their colleagues and 

supervisors. However, mobile devices can be used anywhere: at home, in public places, as well as 

at work. Social influences that might affect users of mobile devices are by and large from social 

networks such as family members, friends, and so on.  

Security training: In an organization, one would expect that there would be formal security 

policies, security education, and training regarding the use of the organization’s information 

system. However, only one-third of U.S. companies have mobile device usage policies [54]. And 

mobile users usually do not receive any security training. Their learning is therefore mainly based 

on informal lessons from friends, their own experience, or self- learning through public sources. 

Thus, arguably, social learning can be salient in the mobile environment, and represent a highly 

relevant unique characteristic of this setting. 

Security responsibility: For management information systems, employees usually play a role as 

end-users. They may be required to comply with organizational security policies but usually they 

believe it is the organization or the technology department that is responsible for the organization’s 

IS security. Because of private ownership, mobile device users are mainly responsible for the 

security of their mobile devices, including the prevention of their loss or theft.  



 

 

Responsibility for security breach consequences: For security breaches of management information 

systems, the organization involved bears any direct cost and consequences, and employees 

responsible for security may be sanctioned. For mobile devices, their users bear the full cost and 

consequences of device and any information loss.  

Relevant theory for behavior study: Because of the above differences, existing security behavior 

studies of organizational information systems have often focused on employee compliance or 

violation of organizational security policy. Deterrence theory has been used to explain how the 

severity and certainty of sanctions may affect employee behavior and not the severity and certainty 

of the security threat because employees do not worry about the risk to the company but are more 

concerned about the risk of being punished. Formal training and the social norms of colleagues 

may also be taken into consideration [18]. Neutralization theory has also been used to explain 

employee security violation behavior because employees try to defend themselves and deny their 

responsibility for their company’s security protection [66]. In the case of mobile device loss and 

theft, since most mobile devices are mainly used by individuals for personal purposes, there is no 

fixed security policy to follow. Even when some devices are given to employees by an 

organization for use in business, the organization’s security policy is often rather vague or non-

existent. Deterrence theory does not always apply in this case because mobile users are often not 

forced to follow some policy. Neither does neutralization theory work in this case because users 

need not find an excuse to defend their lack of attention to security. Since users are responsible for 

their own devices and bear the cost and consequences of device loss and information loss, if they 

want to protect themselves and avoid possible negative consequences, protection motivation theory 

[59] and avoidance theory [42] are arguably more appropriate to model their behavior. Since 

mobile users usually do not receive formal security training, they often learn by themselves or from 

their social networks, so the social learning perspective should also be more salient in the mobile 

device context than in others.    



 

 

Given the prevalence of mobile device loss and theft, and the above-noted unique attributes of 

this situation, this study seeks to explain the factors that affect mobile user intentions to prevent and 

to cope with the threat of mobile device loss or theft. To this end, it uses the analysis lens of 

Protection Motivation Theory [PMT, 59] combined with the social learning aspect of Social 

Cognitive Theory [SCT, 8; 61].  PMT explains how people assess threats and coping strategies, and 

use these assessments for developing coping intentions.  At the same time, social learning processes 

from SCT explain how people learn and adjust their appraisals, presumably also regarding device 

loss or theft, in response to events in their social environment. We argue that both of these processes 

(threat appraisal and learning to cope) are important for the development of coping intentions 

regarding the prevention of damage due to device loss or theft. This perspective is significantly 

different from previous employee security behavior research based on deterrence theory or 

neutralization theory, and it is arguably more appropriate in the examined context.  

Based on PMT, it is first argued that mobile device loss or theft coping intentions are 

augmented by user assessments of the threat, their ability to employ countermeasures, and the 

effectiveness of the countermeasures. Next, it is argued that the abovementioned cognitive processes 

rely in part on available sources of information. This view is a tenet of social learning theory [SCT, 

8; 61] according to which cognitions, such as threat and coping appraisals, are developed in part by 

social learning processes which take verbal and symbolic sources of information into account. Based 

on anecdotal evidence and informal discussion with peers, the sources of information in the case of 

device loss or theft can include past experience of the threat, as well as social pressures to use 

countermeasures, both of which can increase one’s assessment that the threat is likely and viable 

(i.e., threat appraisal). In essence, users who have experienced loss or theft of their mobile devices 

may believe that this possibility is more realistic and painful, and hence develop stronger threat 

appraisals. Similarly, when one’s important others (e.g., friends, employer) stipulate that these 

countermeasures should be utilized, it signals to that person that the risk of device loss or theft is 



 

 

realistic. The last source of information an informal peers’ input pointed to is existing knowledge 

regarding coping mechanisms (i.e., available countermeasures) which drive coping appraisals. The 

more people are familiar with possible countermeasures, the more effective they believe they are 

(response efficacy) and the more confident they feel in their ability to implement these 

countermeasures (self-efficacy). 

A survey to initially assess and refine this model was undertaken with a pilot study involving a 

convenience sample of 115 mobile device users. The model was then tested and validated with SEM 

techniques applied to data collected from a cross-section of mobile device users (n=339). By doing 

so this study advanced not only our understanding of the security behaviors of mobile device users, 

but also of PMT in this context. Past applications of PMT to IS security behaviors have focused 

mostly on the cognitions that drive users to cope with security threats (coping and threat appraisals) 

in organizational information systems contexts. In this study, we expand such established 

frameworks [34] to include also the sources of information that shape the abovementioned 

cognitions in an understudied security context, namely mobile devices. It is important to identify 

these information sources, because many of them can be manipulated by organizations that are 

providing mobile devices to their employees. Moreover, by taking a social-learning perspective [61], 

this study also shows that social influence plays a broader role than previously assumed in 

determining IS security coping behaviors.  Not only does it influence coping intentions directly [34], 

but also through the direct enhancement of threat appraisals, and the indirect enhancement of coping 

appraisals. 

The rest of the paper is structured as follows. In the next section the theoretical background is 

given, followed by the development of hypotheses. Next, the paper describes the methods used, and 

the results.  Finally the paper reviews the results in discussion and conclusion sections. 

2. Conceptual Background 



 

 

This study suggests that Protection Motivation Theory [PMT, 59] and Social Learning Theory 

[61] can be combined and used as a theoretical lens for explaining user intentions to employ 

measures for reducing or preventing damage from the loss or theft of mobile devices. Thus, in this 

section we provide background regarding the context (mobile device loss or theft), followed by a 

detailed description of the abovementioned theories.  

2.1. Mobile Device Loss or Theft 

Users carry mobile devices, such as smart phones, laptops and tablets, with them almost any 

place they go. While such devices are small in size and easy to carry, they can also be easily 

forgotten, mislaid, or stolen if left unsupervised.  Consequently, such devices are vulnerable to loss 

or theft, which may result in a range of adverse outcomes. These include: (1) loss of the device, i.e., 

the potential for physical property loss, (2) loss of data, i.e., the potential of being unable to access 

needed data, and giving others potential access to such data, and (3) loss of service access, i.e., 

losing the ability to remotely access needed applications, and potentially allowing others to access 

such applications.     

All of these adverse outcomes can cause a major inconvenience. For example, when a mobile 

device is lost or stolen the user may miss important calls, be unable to handle urgent work, or be 

incapable of accessing his or her device for communications of any kind. Replacement costs could 

be high as well, particularly for laptop computers, tablets, and smart phones. For convenience, 

people often store a variety of data in their mobile devices. Based on a survey by Kaspersky Labs in 

2013 (Kaspersky 2013), these data may include personal photos and videos (76%), personal email 

correspondence (64%), passwords to social network and email accounts (22%), work emails (32%), 

business documents (20%), and financial information, specifically passwords to online banking 

accounts (10%).  If sensitive personal or corporate data are stored in a device without any protective 

measures, the data could be misused. This could lead to tarnished reputation, loss of competitive 



 

 

position, and potential litigation [44]. If the device has remote access to other systems, such as 

banking services, social networks, or enterprise networks, the lost or stolen device may then be 

misused by unauthorized others. Unauthorized remote access to services could be a great threat to 

the user’s banking account, personal contacts, and a company’s information security. Mobile device 

loss and theft have thus become a serious security threat to individuals as well as organizations. 

Given the magnitude of the adverse outcomes, many solutions for preventing or alleviating 

damage in such cases have been developed. Such countermeasures can be categorized into three 

groups using the Security Action Cycle [67]. First, some measures are targeted toward avoidance. 

Avoidance countermeasures refer to actions or tools that can reduce or eliminate the possibility of 

mobile device loss or theft, such as storing devices in safe areas, not carrying them around when not 

necessary, restricting the storage of sensitive information on devices through policies or technologies, 

and not enabling remote access to some services or networks.  

Second, if the threat of loss or theft cannot be avoided, prevention countermeasures can be used 

to reduce the likelihood that mobile devices might be lost or stolen, and to prevent other people from 

accessing and maliciously using the devices, data, and remote services. Passwords and data 

encryption are the most widely applied prevention countermeasures. Many vendors and mobile 

service providers can provide other countermeasures such as user authentication, device blocking, 

remote device wipe, etc., to prevent unauthorized use of devices when they are lost or stolen.  

Third, remedy countermeasures refer to tools and activities that try to cope with the negative 

consequences of mobile device loss or theft and to compensate for any resulting damage. If a mobile 

device is lost or stolen, these remedies must be considered immediately. Checking lost and found 

services would be the first choice in attempting to get a device back. If data stored in the device are 

confidential, and may affect other people or businesses, notification of the affected party must be 

implemented immediately. Having important data backed up either online or offline and getting the 



 

 

data restored is also a common remedy. Remote data wipe services and access blocking can also be 

useful in this regard. For instance, Kaspersky Lab (www.kaspersky.com) provides recovery 

services online with several functions including: the Lock & Locate function can block a 

missing device and identify its location using data received from the smartphone or tablet’s GPS; 

Data Wipe completely deletes all data stored on the device; the Mugshot function can secretly take a 

photo of anyone using the missing device and send it to the police; the SIM Watch module allows 

the owner to block the mobile device or delete its memory even if the SIM card is replaced. 

While behavioral countermeasures such as avoiding carrying the device are normally useful, 

they may not always be effective, at least in the areas of prevention and remedy. Thus, this study 

focuses on technical countermeasures such as remote device wipe, data encryption and password 

protection which have the potential to be effective in protecting one’s device, data and remote access 

to applications. The problem is that though there are a variety of technical countermeasures that can 

be used to cope with mobile device loss and theft; many users are not aware of these tools or willing 

to use them. It is important to analyze the factors that may affect the adoption of technical solutions 

against device loss or theft. We suggest that Protection Motivation Theory and Social Learning 

Theory are appropriate lenses of analysis for explaining the driving forces behind such coping 

behaviors.   

2.2. Protection Motivation Theory (PMT) 

Protection Motivation Theory [59; 60] explains the formation of individual intentions to cope 

with a potential threat (protection motivation), and the consequent coping behaviors (coping mode).  

Such protective behaviors are argued to be driven by fear, which is aroused when a situation is 

deemed to be dangerous. In response to fear and in order to minimize it, people develop through 

protection motivation considerations a desire to take protective actions [59] . Fear appeals are 

multifaceted stimuli which are associated with the severity or seriousness of the noxious event, 

http://www.kaspersky.com/


 

 

perceived vulnerability to the threat, concern over the threat, and coping response efficacy. All of 

these elements are included in PMT.  

PMT argues that one’s motivation to protect him or herself stems from his or her assessments of 

the threat and the efficacy of potential responses. Threat appraisals involve a determination regarding 

the personal relevance of facts pertaining to the fear appeal of events. People assess a threat based on 

their own perceptions of the severity of the threat, and their own susceptibility to the threat. 

Therefore, threat appraisals encompass the individual’s estimation of the probability of contracting 

the threat (perceived vulnerability) and the severity of the threat (perceived severity). For example, 

when taking a new medication a person may assess the likelihood of having side effects 

(susceptibility) and the consequences (severity) of such an event. The likelihood of an adaptive 

response (e.g., avoiding taking the new medication) is increased when perceptions of severity and 

vulnerability are high, while it is reduced when any rewards associated with executing the target 

behaviors (choosing to take the new medication) are expected. 

Simultaneously to the threat evaluation, people also assess their available resources for coping 

with a situation. For this, people consider known adaptive recommendations and behaviors, and self-

evaluate their ability to cope with, and avert the threat through such behaviors. These assessments 

pertain to the efficacy of the proposed response to the threat as well as one’s self-efficacy regarding 

the protective actions required to mitigate the threat. The likelihood of an adaptive behavior is 

increased when high levels of the efficacy variables are present. In other words, perceptions of 

response efficacy and self-efficacy serve to increase the probability of an adaptive response. For 

example, the person in the above example may choose to avoid an alley if he or she believes that this 

countermeasure is efficacious against being robbed, and that he or she could find an alternative 

route. Therefore, the coping appraisal consists of the individual’s expectancy that implementing the 

recommended behaviors can eliminate the threat (response efficacy) and the belief in one’s ability to 

perform successfully the recommended behaviors (self-efficacy).  



 

 

The abovementioned threats and coping appraisals, which are the basis for one’s intended 

protection actions, are influenced by external sources of information, on which this study also 

focuses, because, arguably, these are key in mobile device use contexts in which formal policies and 

training are often nonexistent.  The sources of information include verbal persuasion, observational 

learning, and prior experiences with similar threats. Thus, threat and coping appraisals mediate the 

effects of sources of information on intended coping behaviors [60]. In this study we focus on 

sources of information which may be relevant to the case of device loss or theft countermeasures. 

Based on the same root of PMT, Technology Threat Avoidance Theory (TTAT) has been 

suggested by Liang and Xue (2009) to study IS user protection behaviors and applied to the situation 

of personal computer usage under the threat of spyware (Liang and Xiue, 2010), and Fear Appeal 

Theory (FAT) has been applied to explain how fear-inducing arguments may influence end-users 

taking or complying with recommended security measures such as anti-spyware (Johnston and 

Warkentin, 2010). These studies consider the context of personal computer usage, and used students 

as participants rather than organizational information system usage with employees as end users.  In 

the context of mobile device use, PMT is possibly a viable lens of analysis for understanding why 

mobile users employ technical preventative measures for avoiding threats of device loss or theft, or 

minimizing the potential damage of such incidents.  However, prior personal end-user security 

research did not consider the sources of information that may affect the threat appraisal and coping 

appraisal in the PMT model. In this study, the sources of information in the context of mobile device 

use are examined and fed into the cognitive mediating processes. It is suggested that social learning 

processes help individuals translate such knowledge signals and cues into threat and coping 

assessments. Hence, the next section provides a review of Social Learning Theory.  

2.3. Social Learning Theory 

Social learning processes have been studied by multiple researchers [6; 23; 61]. The common 



 

 

thread in these theories is that learning from the social environment can inform one’s cognitions 

which in turn can drive behavioral choices. Among these different versions, Bandura’s [6; 8] social 

learning theory has been viewed as the most comprehensive and influential [27; 32; 63].  

Bandura’s theory explains human behavior in terms of a continuous reciprocal interaction 

among cognitive, behavioral, and environmental determinants. According to this theory human 

behavior is stimulated by external influences, by internal processing systems and regulatory codes, 

and by reinforcing response-feedback systems [6]. The theory states that people can control their 

behaviors by arranging environmental contingencies, establishing specific goals, and producing 

consequences for their actions. The role of self-reactive influences is emphasized in motivating and 

guiding one’s behaviors. A self-system refers to cognitive structures that provide the referential 

standards for behavioral judgments, and a set of sub-functions for the perception, evaluation, and 

regulation of actions. There are three main sub-functions in the self-regulation of behaviors by self-

produced incentives: self-observation, judgment process, and self-response. The first component 

relates to the selective observation of one’s own behaviors in different performance dimensions. 

Then personal self-reactions are produced through several judgmental processes, which include 

referential comparison of perceived conduct to internal standards, valuation of the activities in which 

one is engaged, and cognitive appraisal of the determinants of one’s behaviors. Finally, performance 

appraisals set the circumstances for self-produced consequences, where favorable appraisals activate 

positive self-reactions and unfavorable judgments lead to negative self-reactions [6; 8]. 

In the social learning component of Bandura’s theory, learning is situated firmly in its social 

context, and is portrayed as a dynamic interplay between the person, the environment, and the 

behavior. The theory posits that humans can learn through observation without the need for 

imitation. Learning from the social environment could be either direct (e.g., by personal experience) 

or indirect (by observing others’ behaviors and the consequences of those behaviors) [6]. This 

reciprocal interaction provides a comprehensive explanation of the factors that influence people’s 



 

 

learning [48]. This theory therefore posits that people do not merely react to external influences but 

actually select, organize, and transform stimuli that impinge on them. 

Social learning theory has been successfully applied to the study of IS training [17; 35] and IS 

adoption [33; 74]. However, it has not been used so far to study end-user behavior toward 

information security. As we have mentioned that mobile users are very much influenced by their 

social environment through a self-learning process, it is our first attempt to combine social learning 

theory with protection motivation theory to investigate how signals and cues provided by one’s 

environment cater to the formation of his or her threat and coping assessments. 

3. Hypotheses Development 

PMT and SLT were used jointly as the basis upon which the proposed research model (see 

Figure 1) was developed. The model posits that users’ coping intentions are affected by appraisals of 

the threat and coping abilities, as well as by social influences. The threat appraisal is represented by 

perceived threat, and the coping appraisal includes self-efficacy and response-efficacy assessments. 

Moreover, these two cognitive processes are influenced by different sources of information, which 

include the user’s knowledge, prior experience of the threat, and social influences. The concept of 

perceived cost which is an element in the coping appraisal assessment in the original PMT is not 

included in the current model for three reasons. First, response costs seem to be less important in 

coping appraisals across behaviors [50], and are hence excluded from many frameworks for 

explaining IS security compliance [64; 65]. Second, they may be less relevant in the context studied 

here, because many of the countermeasures are free of charge and require very little effort. Third, the 

perceived cost of implementing countermeasures against device loss or theft seems not to be 

theoretically related to the sources of information upon which this study focuses. The proposed 

research model is presented in Figure 1.   
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Figure 1: Research Model 

3.1. Threat Appraisal Effects 

A threat is an external stimulus that exists whether an individual perceives it or not [34]. The 

perception of threat refers to the anticipation of a psychological, physical, or sociological violation or 

harm to oneself or others, which may be induced vicariously [73]. People assess threats differently 

according to their experiences and their levels of threat vigilance [39]. Threat appraisal is often 

examined through two dimensions, namely perceived vulnerability and perceived severity. Perceived 

vulnerability refers to the conditional probability that the threatening event will occur, provided that 

no adaptive behavior is performed, or there is no modification of an existing behavioral disposition 

[40]. In this study, we define perceived vulnerability as a user’s subjectively estimated probability 

that a loss or theft of his or her mobile device will occur. This is associated with the user’s 

assessment of his/her probability of being exposed to such a threat. Some people may believe that 

they are more vulnerable to losing their mobile devices when they are naturally careless with 

keeping track of them. Other people may perceive lower vulnerability to mobile device loss, if they 

are always cautious and take good care of their devices. Similarly, people living in a community 



 

 

where theft often occurs may feel more concerned about having their mobile devices stolen than 

people living in a safer community. Thereby, if a user perceives that a loss or theft may occur, with 

resulting damage or disturbance to their normal behaviors, they are more likely to be concerned. 

Conversely, if users do not believe that they are truly confronted by such threats, they are less likely 

to be concerned.  

Perceived severity refers to the degree of physical harm, psychological harm, social threat, 

economic harm, and danger to oneself and others [40]. Applied to the current context, perceived 

severity is the extent to which an individual perceives that severe negative consequences would be 

caused by loss or theft of his or her mobile device. When users perceive a threat, they tend to adjust 

their behaviors in response to the extent of the damage the threat may cause [73]. The perceived 

severity of a threat will lead users to behave in a more cautious manner. Conversely, when users 

perceive that the severity of the threat has diminished, they will likely behave in a less cautious 

manner. In the event of loss or theft of mobile devices, we expect that at least some users will 

perceive these events to be a severe threat for themselves, and are hence more likely to consider 

protective actions. 

Previous studies have occasionally found significant separate effects of perceived vulnerability 

and perceived severity on intentions to adopt protective behaviors in contexts such as the adoption 

by executives of anti-malware software [40], employee omission of information security measures 

[73], and user security behaviors in personal computer settings [43]. However, we contend that it is 

the joint effect of perceived vulnerability and perceived severity that affects threat perceptions. 

Threat often connotes risk [43]; and risk is typically calculated by multiplying the probability of 

occurrence with the cost of potential damage from the event [9; 10]. Thus we can define perceived 

threat as the multiplication of perceived vulnerability and perceived severity. This suggests that the 

perceived threat will disappear if either of the variables is zero. For example, when a user perceives 

that his or her mobile device has no chance of being lost or stolen, he or she will not feel threatened, 



 

 

even if the loss or theft may result in serious damage. Similarly, people using cheap cell phones for 

phone calls only, may feel that the severity of loss or theft will be insignificant, since it would be 

easy and inexpensive to replace the devices.  

In essence, users’ coping intentions towards harms resulting from mobile device loss or theft 

depend on the joint effect of their perceptions of the likelihood of threat occurrence (perceived 

vulnerability) and its severity (perceived severity), rather than on their additive effect. Users are 

expected to develop stronger coping intentions when the perceived threat, as captured by the product 

of severity and vulnerability of device loss or theft, is high. A similar view, albeit operationalizing 

perceived threat as severity and vulnerability assessments has been supported in extant research [34; 

40; 42; 43; 73].Thus: 

H1. The perceived threat of device loss or theft is positively associated with user intentions to cope 

with this threat through the employment of technical countermeasures. 

3.2. Coping Appraisal Effects 

Coping appraisal involves assessments regarding how much control users have over the threat 

and what their adaptation options are, given the resources available to them [11]. In this assessment 

process users first need to determine whether the threat can be effectively prevented if particular 

safeguard measures are taken [42]. Coping appraisal therefore involves assessments of intrinsic and 

extrinsic factors available to users to prevent the occurrence of a threatened event, as well as 

perceptions of whether the threat is preventable [73]. Users, in essence, consider how confident they 

feel about taking the coping behaviors and how efficacious the coping behaviors are in preventing 

the threat. Hence, we propose that two constructs: self-efficacy and response efficacy, are assessed in 

the coping appraisal process. 

Self-efficacy assessments influence behaviors through social cognitive theory (SCT) 



 

 

mechanisms. This theory posits that when people perceive they have the capability to perform an act 

that benefits them, they will undertake substantial efforts to accomplish that act [6]. Self-efficacy 

relates to whether or not people feel they have the needed skills and resources to accomplish a goal. 

If people are highly confident in their ability to conduct a recommended and desirable action, they 

are more likely to take the action [6]. Applied to the current context, when users believe that they are 

capable of performing a needed coping behavior to prevent the loss or theft of mobile devices, they 

will be more motivated to take the coping action. For instance, if a user has high (/no) confidence in 

using data encryption to protect data on his or her smartphone, he or she may be motivated 

(/demotivated) to employ this measure. Such effects of self-efficacy on intentions to perform 

protective actions have been validated in various information security behavior contexts [31; 40; 43; 

73]. Thus: 

H2. Self-efficacy regarding using technical countermeasures against device loss or theft 

damages is positively associated with user intentions to cope with this threat through the 

employment of such countermeasures. 

In addition to self-efficacy assessments, people also consider the effectiveness of coping actions 

as the basis for developing coping intentions [43; 73]. These considerations capture the response’s 

efficacy, i.e., the extent to which a behavior, if executed, is believed to lead to specific outcomes [7]. 

In the context of IS security, this refers to subjective assessment regarding the ability of a 

safeguarding measure to avert a security threat [42]. Given available information about 

countermeasures for coping with security threats, users assess the effectiveness of the advocated 

adaptive behavior.  For instance, some people set up a personal identification number (PIN) or a 

password to access their mobile devices, in part, because they believe such measures can effectively 

prevent unauthorized usage. However, other people do not use a PIN or password, because they 

think that a simple four digit PIN can be easily breached and thus cannot protect mobile devices 

effectively. Previous studies on IS security have consistently suggested that response efficacy can 



 

 

predict intended coping behaviors [31; 40; 43; 73]. Replicating these studies we hypothesize: 

H3. The perceived effectiveness of technical countermeasures against device loss or theft 

damage (Response efficacy) is positively associated with user intentions to cope with this threat 

through the employment of such countermeasures. 

3.3. Sources of Information Effects 

Mobile device users are often exposed to various behaviors, pressures and cues in their 

environment. For example, their friends or peers may convince them to employ security measures, or 

signal to them that such measures are needed by installing them and sharing this information. Users 

may also be exposed to news and professional materials regarding device loss threats and solutions, 

or they may have experienced device loss or theft which should help them learn about the severity 

and susceptibility of such events. Such incidents and actions can serve as sources of information 

which are used in the coping and threat appraisal processes. In this study we argue that such sources 

include knowledge regarding potential responses (technical security measures), prior experience of 

the threat (device loss or theft), and social influences.  

Typically, individual users are affiliated with various social and professional groups. The 

behaviors of such social groups can help individual learn about and choose desirable and socially 

approved courses of action [57]. This happens through social learning processes as described by 

social learning theory [6]. According to SLT, people learn from the environmental sources through 

verbal persuasion and observational learning. Observational learning captures individuals’ natural 

tendency to imitate what they observe others do [32]. Social influence is particularly important in the 

mobile context due to the ubiquitous and conspicuous nature of the devices. For example, while 

dining in a restaurant or attending football games, a person is very likely to be seen using a mobile 

device, which can easily become a topic of conversation with one's peers. Thus mobile device 

security problems will be subject to a lot more social influence as opposed to some other 



 

 

technologies, such as using backup software to protect one's data, since the latter typically happens 

inside one's home and rarely surfaces during daily conversations. In the case of measures against 

device loss or theft, individuals may simply imitate what their peers do. For example, if one installs a 

remote data wipe application, others in his or her social circle may follow because they may assume 

that this is a desirable and socially acceptable behavior.  Humans develop such imitation capabilities 

since infancy [14]. Similarly, people may be verbally convinced by peers to take recommended 

actions [30].  

Arguably, such verbal and observational social influences operate also in the case of 

countermeasures against device loss or theft. When others in one’s social and professional circles use 

such countermeasures or recommend their use, a person is socially-cued to employ such 

countermeasures. Similar social-cuing have been observed in multiple contexts [52; 62; 69], 

including in the cases of IT user threat avoidance [42] and adoption of anti-malware software [40].  

Thus: 

H4. Social influences regarding the use of technical countermeasures against device loss or 

theft damages are positively associated with user intentions to employ such countermeasures. 

The social environment can also drive behaviors indirectly by providing information regarding 

an activity and driving learning regarding this activity. In essence, consistent with social learning 

theory [61], learning is assumed to be largely a social process which synthesizes direct and indirect 

information from peers, self-observation of the environment as well as other sources in the 

environment which may be directly or indirectly related to the acquired knowledge. First, by 

observing others’ behaviors, one can gain knowledge regarding such behaviors [68]. Thus, when 

countermeasures against device loss or theft are employed by important others or one’s work 

colleagues, he or she may increase knowledge regarding such tools through observation. Second, 

when important others recommend such countermeasures, or when a company provides such 



 

 

countermeasures, a person may be prompted to learn about such countermeasures as a means to be 

able to decide whether, how, and to what extent he or she should use them. As such, social 

influences can facilitate knowledge acquisition [75]. This happens because individuals try to bridge 

the gap between their current levels of knowledge and the levels needed for executing the socially 

cued behavior. Indeed, when users lack knowledge and experience regarding IT threat avoidance, the 

social environment can provide them with information regarding malicious IT risk and possible 

safeguard measures [42]. Hence: 

H5. Social influences regarding the use of technical countermeasures against device loss or 

theft damages are positively associated with user knowledge regarding such countermeasures. 

Social learning theory postulates that human thought is influenced by observations.  By 

observing the outcomes of others, an observer can acquire knowledge of predictable reinforcement 

contingencies and discern cues for the consequences [5]. In the context of device loss or theft, this 

learning can pertain to the countermeasures (as posited in H5), as well as to the threat itself. When 

social cues regarding the use of countermeasures against device loss or theft exist, they may signal to 

individuals that the threat is real and that they may be susceptible to severe consequences. Otherwise, 

their important others and work colleagues would not employ (indirect influence) or recommend 

employing (direct influence) such tools. In other words, direct (e.g., through persuasion) and indirect 

(e.g., through actions) social pressures will likely be applied only to threats that are deemed 

important by others; and the perceived risk of a threat can be manipulated through social pressures 

[5]. Thus, severity and susceptibility assessments of device loss or theft may be based in part on 

direct and indirect social pressures applied by others. Indeed, people utilize social cues from their 

environment for threat appraisals [6].. Hence: 

H6. Social influences regarding the use of technical countermeasures against device loss or 

theft damages are positively associated with users’ perceived threat of device loss or theft. 



 

 

In general, people update their perceptions and situational assessments in response to events and 

direct experience with a behavior [8]. This view is also advanced by social learning theory according 

to which human thought is influenced by direct experience [38]. In the case of protection motivation, 

prior experiences with similar threats are intrapersonal sources of information, which can inform 

individuals’ threat appraisals [60]. It is therefore common that the experience of an event, such as 

myocardial infarction can shape the appraisal of future cardiac risks [70], or the experience of terror 

attacks can shape terror threat appraisals [41]. Applied to the current context, it is likely that a user 

who has experienced mobile device loss or theft will have clearer perceptions of the vulnerability 

and severity of the threat of loss and theft. He or she will rationally see such events as more likely 

than others who have not experienced such a traumatic event, and potentially as more severe. Hence: 

H7. User prior experience of device loss or theft threat is positively associated with  perceived 

threat of device loss or theft. 

Coping efficacy assessments can be influenced by individual differences [60]. User knowledge 

regarding security measures is one such individual difference variable; some users learn and know 

more than others about countermeasures against device loss and theft. According to social cognitive 

theory [8], people assess their efficacy by reflecting, in part, on what they know. For example, a 

person who is weak in math will likely develop weak self-efficacy for solving math problems. Thus, 

self-efficacy is both learned and modified via vicarious learning [12]. Users develop self-efficacy by 

determining what they should try to achieve and how much effort they put into their performance in 

a given situation, i.e., how or whether they put into action the knowledge they have [28]. Applied to 

the current context, when users have more knowledge regarding   countermeasures against the threat, 

they will likely feel more confident in employing these countermeasures. For example, a user who 

knows how remote device wipe applications work is more likely to feel efficacious in using these 

countermeasures than a person who does not even know they exist.  Therefore: 



 

 

H8. User knowledge regarding technical countermeasures against device loss or theft is 

positively associated with self-efficacy to use such countermeasures. 

Knowledge regarding countermeasures can also serve as the basis for assessing the efficacy of 

the countermeasures. This follows the logic of social cognitive theory [8] according to which beliefs 

regarding an object or behavior are updated in part based on knowledge regarding the object or 

behavior. This also follows the logic of PMT [60] according to which response efficacy assessments 

are developed based on various considerations, presumably including one’s state of knowledge 

regarding the response. Hence, the efficacy of countermeasures should be assessed by considering, 

among other things, what a countermeasure can do. At one extreme, if no such knowledge exists, the 

efficacy of the countermeasure will be unclear and diminished. At the other extreme, if someone is 

familiar with the minute details of the countermeasure and its various functionalities and features, 

they will likely develop stronger efficacy beliefs regarding the countermeasure. For example, some 

encryption products include a “time bomb” capability that automatically erases data on the device 

upon a policy violation such as a number of failed login attempts. This countermeasure can 

effectively protect confidential data from unauthorized use if the mobile device is lost or stolen. 

However, without knowing what it is and how it works, users cannot anticipate the outcomes of 

taking this countermeasure. Therefore, user knowledge regarding a potential response can help them 

better assess the response’s efficacy. Hence: 

H9. User knowledge regarding technical countermeasures against device loss or theft is 

positively associated with response efficacy assessments. 

4. Methods 

This study included two phases. In the first, a pilot study was used for refining and validating 

the measurement scales that were based in part on existing scales which were adapted to the context 

of lost or stolen mobile devices. To this end, factor analysis techniques were applied to data collected 



 

 

with an online survey from a convenience sample of 115 users of mobile devices prone to be lost or 

stolen (e.g., laptops and smart phones). In the second phase, data were collected from 339 U.S.-based 

mobile device users with an online survey administered by a commercial data collection firm
1
. These 

data were subjected to SEM analyses for validating the hypothesized research model. 

4.1. Survey Instrument 

The survey instrument captured the model’s constructs as well as demographic and descriptive 

statistics. All measures were based on their theoretical meaning, specific aspects of mobile device 

loss or theft situations, and relevant literature. Whenever possible, initial scale items were taken from 

previously validated measures and reworded to relate to the studied context. Using specific mobile 

device loss or theft risks as identified in above section, several new multiple-item scales were also 

constructed. The survey items were presented to several academics and were refined based on their 

inputs. Because individuals may use multiple mobile devices they were asked to choose the mobile 

device which was the most important to them, and to reflect on this device when responding to the 

remainder of the survey. 

Coping appraisal was measured by two constructs: self-efficacy and response efficacy. These 

were based on Lee and Larsen [40] and Workman et al. [73] and adapted to the context of this study. 

Threat appraisal was assessed with a perceived threat construct, which is consistent with the risk 

assessment literature and amalgamates vulnerability and severity aspects of mobile device loss or 

theft. The literature review indicated that the loss or theft of mobile devices represents three threats: 

loss of device, loss of data, and loss of services. Therefore, user threat (vulnerability and severity) 

perceptions should relate to these three dimensions; and the perceived threat can be conceptualized 

as the sum of products of the relevant threats’ vulnerability and severity. This is consistent with the 

                                                 
1 http://www.qualtrics.com.  The firm was paid $5 per response, out of which respondents received an unknown portion for 

completing the survey. Respondents were all individuals who agreed to participate in such studies, and they represented a broad 

cross-section of the US population of mobile device users. 

http://www.qualtrics.com/


 

 

way perceptions and beliefs are operationalized in main theories of human behavior, such as the 

theory of reasoned action or planned behaviors (e.g., behavioral beliefs are often operationalized as 

the sum of products of likelihood of outcomes and their level of desirability) [1]. The specific threat 

items in this study were derived from the IS security literature [40; 42; 73] and adapted to the studied 

context. 

Social influence was operationalized using a formative composite based on Johnston and 

Warkentin [34], and using the formative measurement specification technique outlined in 

Diamantopoulos et. al [20] . Experience of threat was operationalized as a binary-response question 

capturing whether individuals had experienced a loss or theft of their mobile device before (1) or not 

(0). Knowledge is a context-specific construct that cannot be easily generalized across domains [13]. 

It was therefore operationalized using items capturing knowledge regarding domain-specific 

responses, such as data encryption and device blocking. While the items are technology-specific, the 

underlying construct encapsulates the overall knowledge of individuals regarding countermeasures. 

In addition, it was assumed that knowledge about the response is inclusive of knowledge of the 

threat; and hence the latter was not measured separately. For example, it is unlikely that someone 

knows about anti-virus without knowing what viruses are and their risks. The coping intention scale 

was based on common behavioral intentions scales [19]. In addition to the model’s constructs, the 

survey captured age, gender and mobile device type (mobile phone or laptop).  The measures are 

listed in Error! Reference source not found.. 

Table 2: Measurement Instrument 

Constructs 

& Sources 

Anchors Items 

Social 

Influence 

(formative) 

[1=Strongly 

disagree,  5= 

Strongly agree] 
 

 People who are important to me think I should implement 

protection measures for my mobile device. 

 My service provider has supported measures to protect my 

mobile device from being lost or stolen. 

Knowledge 

Regarding 

[1=I do not 

know it, 5=I 

Please indicate the level of your knowledge regarding the 

following technologies or services: 



 

 

the 

Response 

know how it 

works] 

 

 Data encryption 

 Device blocking 

 Remote device wipe 

 Device tracking 

Experience 

of Threat 

[0=never, 1= at 

least once] 

 Did you lose your mobile device before? 

Self- 

Efficacy 

[1=Strongly 

disagree,  5= 

Strongly agree] 
 

 I have the capability to use data encryption to stop others from 

getting my confidential data from my lost or stolen mobile device. 

 I have the capability to set up password to prevent 

unauthorized access to my services through my lost or stolen mobile 

device. 

 I have the capability to backup and to recover my data stored 

in my lost or stolen mobile device. 

Response 

Efficacy 

[1=Strongly 

disagree,  5= 

Strongly agree] 
 

 Efforts to keep my mobile device safe would successfully 

protect my mobile device from loss and theft. 

 The available preventative measures (e.g. data encryption) 

would be useful to stop others from getting my confidential data from 

my lost or stolen mobile device. 

 The available preventative measures (e.g. password) would be 

useful to prevent unauthorized access to my services through my lost 

or stolen mobile device. 

 The available recovery measures (e.g. backup) would be 

useful to reduce the damage caused by the loss or theft of my mobile 

device. 

Perceived 

Threat 

[1=Strongly 

disagree,  5= 

Strongly agree] 
 

Operationalized 

as the sum of 

products of 

susceptibility and 

severity items 

regarding the 

device, data, and 

services. 

Susceptibility/ Vulnerability 

 There is a good possibility that my mobile device would be 

lost or stolen. 

 It is likely that the data stored in my lost or stolen mobile 

device will be lost. 

 It is likely that I will lose access to services through my lost or 

stolen mobile device. 

Severity 

 My lost or stolen mobile devices would cause significant 

financial loss. 

 Confidential information stored in my lost or stolen mobile 

devices could be exposed and thus my privacy would be invaded. 

 Unauthorized others could access my services through the lost 

or stolen mobile devices. 

Coping 

Intentions 

[1=Strongly 

disagree,  5= 

Strongly agree] 
 

 I intend to take measures to stop others from getting my 

confidential data from my lost or stolen mobile devices. 

 I intend to take measures to prevent unauthorized access to 

my services through my lost or stolen mobile devices. 

 I intend to take backup measures to recover data stored in my 

lost or stolen mobile devices. 

 I intend to take measures to remedy the damages caused by 

my lost or stolen mobile devices. 

 



 

 

4.2. Pilot Study 

A pilot study was conducted to validate the measurement instrument. Participants were faculty 

members and students of a North American university, as well as mobile users who were known to 

one of the researchers. All participants were presently using mobile devices. A total of 184 were 

approached (using email), and 115 completed the survey (response rate of 62.5%).  The sample 

included 47.8% females. The average age was approximately 27. From these individuals, 56% 

considered their laptop/notebook to be their most important mobile device, and the rest considered 

their mobile/smart phone to be their most important mobile device. 

The preliminary consistency and reliability of reflective multi-item scales was first established 

with Cronbach’s alphas. Three scores were acceptable (Knowledge = 0.85, Response Efficacy = 0.81, and 

Coping Intentions = 0.84), and one was slightly below the recommended threshold (Self Efficacy = 0.69). 

However, the latter score could not be improved by removing items. Thus, for content validity 

purposes, it was decided to retain these items for further analysis. Next, exploratory factor analysis 

was performed on these scales with principle component analysis and Promax rotation. The four 

expected factors emerged; and all items had reasonable loadings (0.51 to 0.92) and substantially 

lower cross-loadings. Intra-construct correlations ranged from 0.05 to 0.34. These statistics provided 

preliminary evidence regarding convergent and discriminant validities.   

To further establish scale validities, a Confirmatory Factor Analysis (CFA) model was applied 

to all the measures using the SEM facilities of AMOS 19. In this model all constructs were included 

except for the formative composite (the CFA model is unidentifiable with this construct). The model 

produced acceptable fit indices (χ
2
(94) = 135.3, CFI = 0.94, IFI = 0.94, RMSEA = 0.062 with p-

close = 0.20, and SRMR = 0.071), acceptable intra-construct correlation (-0.04 to 0.49); and all 

loadings were significant (p < 0.001). This further supported discriminant and convergent validities, 

and allowed us to proceed to the full study. 



 

 

4.3. Full Study 

Data for the full study were collected using an online survey with the scales provided in Error! 

Reference source not found.2. The survey was administered by a commercial survey company to 

400 respondents who met the inclusion criteria of US residence and usage of a laptop or mobile 

device. This approach was taken because it allowed reaching a broad cross-section of the population 

from different age and professional segments, making the sample possibly generalizable to a large 

segment of the population. This step yielded a sample of 339 usable records (85% response rate). Of 

this sample 48.4% were women. The average age was approximately 39, and the modal level of 

education was college or university degree. About 38.6% focused on their laptop/notebooks as their 

important devices in the survey, and the rest focused on their mobile/smart phones. Twenty six 

percent had already experienced loss or theft of a mobile device. The majority used the device for 

personal purposes (59.9%), and the rest used it for a combination of work and personal purposes 

(2.1% used it primarily for work, and 38% used it for both work and personal purposes). These data 

agree with the usage pattern we previously discussed for mobile devices, and the prevalence of 

mobile device loss or theft. 

5. Analysis and Results 

5.1. Preliminary Analyses 

Three preliminary analyses were conducted before the hypothesized model was examined. First, 

descriptive statistics and reliability scores were calculated for the constructs. They are presented in 

Error! Reference source not found. together with intra-construct correlations.  As one can see, all 

multi-item constructs have Cronbach’s alpha scores above 0.7, Fornell and Larcker’s [26] composite 

reliability scores above 0.7, Average Variance Extracted [30] (AVE) scores over 0.5, and the square 

root of AVE (on the diagonal) exceeds the corresponding intra-construct correlations. In addition, 

the correlations are not excessive and range from 0 to 0.66. It was therefore concluded that the scales 



 

 

that were used are reliable and present sufficient convergent and discriminant validities. 

It is interesting to see that in the sample older individuals perceived themselves to have less 

social influence, reported on lower levels of knowledge regarding potential responses (technologies 

that could help in coping with the threat), and fewer incidents of loss or theft of mobile devices. 

These correlations seem reasonable given that age and gender can influence various aspect of mobile 

device use [58]. At the same time, device type seems to be moderately associated with the outcome 

variable. Laptop or notebook users seem to have stronger coping intentions compared with those of 

cell/smart phone users. In addition, the type of primary use of the device (only personal vs. work 

and/or personal) seems to be associated with some of the model’s constructs.  

Table 3: Descriptive Statistics, Reliabilities, and Correlations
†
,
††

,
†††

 

  
Mean 

Composite 

Reliability  

(Cronbach 

Alpha) 

(1) (2) (3) (4) (5) (6) (7) (8) (9) (10) 
 (Std. 

Div.) 

(1) Social 

Influence  
2.91 

(0.97) 
Formative - 

   
      

(2) Knowledge 

re Response 
2.52 

(1.04) 
0.87 (0.87) 0.40** 0.79 

     
  

 

(3) Experience 

of Threat 
[yes = 
26.0%] 

Binary 0.14** 0.09 - 
    

  
 

(4) Self-Efficacy 
3.77 

(0.73) 
0.85 (0.85) 0.33** 0.39** -0.03 0.82 

   
   

(5) Response 

Efficacy 
3.86 

(0.70) 
0.87 (0.86) 0.35** 0.23** 0.00 0.66** 0.80 

  
  

 

(6)  Perceived 

Threat 
27.06 

(14.2) 
Index Score 0.20** 0.08 0.17** 0.06 0.20** - 

 
  

 

(7) Coping 

Intentions 
3.54 

(0.85) 
0.91 (0.91) 0.53** 0.28** 0.03 0.53** 0.55** 0.26** 0.84   

 

(8) Age 
38.87 
(13.4) 

Binary -0.18** -0.24** -0.13* -0.00 0.06 0.01 -0.03 -   

(9) Gender 
[Male = 

51.6%] 

Single 

Indicator 
-0.11* -0.22** 0.01 -0.05 0.07 -0.00 0.01 0.08 - 

 

(10) Device 

Type 
[Cell = 

61.4%] 
Binary 0.07 -0.02 -0.15** 0.05 0.03 -0.03 0.15** 0.11* 0.04 

 

(11) Major Use 

Type 
[personal
=59.9%] 

Binary 0.32** 0.28** 0.10 0.16** 0.16** 0.06 0.19** -0.10 -0.15** 0.09 

†
 Square root of AVE is reported on the diagonal for multi-item scales 

††
 * p<0.05, ** p<0.01 

††† 
For the gender variable males were coded as 1. Past experience of threat (i.e., losing a mobile device) 

was coded as 1. For the Device Type variable, laptops were coded as 1, and cell/smart phones as 0. For 

the major use type “personal” was coded as 0, and a combination of work and personal was coded as 1. 

 



 

 

The second preliminary analysis focused on the assessment of Common Method Variance 

(CMV) risk. Because all assessment techniques have limitations, it is safer to use multiple 

techniques [53]. First, Harman’s single factor test was performed. The test yielded a first component 

that captured only 31% of the variance. Next, the correlation matrix was assessed as per Pavlou and 

Gefen [51]. All correlations were below 0.9, and many were as small as zero.  Lastly, a latent 

common method factor that draws equal variance from all observed indicators was included in a 

CFA model. The model fit the data well (χ
2
(133) = 243.20, CFI = 0.97, IFI = 0.97, RMSEA = 0.050 

with p-close = 0.52, and SRMR = 0.046), but the loadings of this latent factor were not significant (p 

< 0.30). Moreover, contrasting this model with a CFA model with no latent method factor (χ
2
(134) = 

243.45) produced a non-significant chi-square statistic (χ
2
diff(1) = 0.25). This indicates that adding 

the method factor fails to significantly improve the chi-square statistic of the model; and that for 

parsimony reasons the model with no method factor is superior. All of these tests together point to 

the conclusion that CMV is unlikely to be an important source of variation in the data. 

Lastly, while survey data were collected over a period of four days and presented a fairly high 

response rate, there may still be a risk of non-response bias. To mitigate this risk, we compared the 

earliest third of the responses collected with the latest third of the responses using Multivariate 

Analysis of Variance (MANOVA). The results (Pillai’s Trace = 0.092, F(25)=0.8, p<0.74) indicated 

that there were no omnibus differences between early and late responses, and hence this mitigated 

risk of non-response bias. 

5.2. Model Estimation 

After establishing reasonable validity, the proposed model was estimated with the SEM 

facilities of AMOS 19, using the two-step approach [3] . First, a CFA model was fitted to the data. 

The model produced acceptable fit indices (χ
2
(134) = 243.45, CFI = 0.97, IFI = 0.97, RMSEA = 

0.049 with p-close = 0.54, and SRMR = 0.046), which indicated that the measurement model is 



 

 

likely valid. Thus, it was concluded that it was possible to proceed to the estimation of the structural 

model.   Next, a structural model that included four control variables: age, gender, device type and 

use type was fitted to the data. The model had adequate fit indices (χ
2
(206) = 414.6, CFI = 0.94, IFI 

= 0.94, RMSEA = 0.055 with p-close = 0.15, and SRMR = 0.085). While all hypothesized paths 

were significant at p < 0.05, the control variables had no significant effect on the endogenous 

constructs. It is noteworthy to mention that use type had a marginal effect on social influence (-.05, 

p<0.07) and on coping self-efficacy (.09, p<0.08) indicating that when the devices were used 

primarily for personal purposes people felt marginally stronger social influence, and had marginally 

lower coping self-efficacy compared with others. Nevertheless, even these effects were small and not 

significant at p<0.05. For parsimony reasons they were removed, and the model as depicted in 

Figure 2 was re-estimated. The fit indices were good 
2
 (142) = 285.7, CFI=0.96, IFI=0.96, 

RMSEA=0.055 with p-close =0.19, and SRMR = 0.079); and all hypothesized effects were 

significant.  
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Figure 2: Structural Model 

As can be seen, social influence has a broad influence on coping intentions. Not only did it 



 

 

influence coping intentions directly, as demonstrated in past research [34], but also through the 

information signals it provides to mobile device users. The signals increase perceived threat to users, 

and push them to gain knowledge regarding potential technical solutions for the threat. This 

knowledge in turn increases their coping appraisals as captured by self-, and response-efficacy. Past 

experience of the threat is also an important source of information, and it drives individuals to 

perceive the threat to be more likely and more severe. Overall, the model explains close to 59% of 

the variation in coping intentions. 

6. Discussion 

Why do mobile device users intend to use technical countermeasures against device loss or 

theft? The findings indicate that this has to do with protection considerations which are partly 

informed by social learning processes. As per PMT [60], users of mobile devices simultaneously 

appraise the severity and susceptibility of the threat of device loss or theft (threat appraisal). They 

also develop assessments regarding potential technical countermeasures against the harms of device 

loss or theft (coping appraisal). These threat and coping appraisals serve as the basis upon which 

intentions to employ such countermeasures (coping intentions) are developed. Specifically, when 

users perceive the threat of device loss or theft to be strong, or when they strongly believe in their 

ability to use the countermeasures as well as in the efficacy of such countermeasures to reduce harm, 

they develop stronger coping intentions (i.e., intentions to employ countermeasures against device 

loss or theft). 

As per the social learning aspect of social cognitive theory [6] the development of threat and 

coping appraisals is done in part through social cuing and vicarious learning. When important others 

and organizations support or encourage the use of countermeasures against device loss or theft, it 

signals to users that the threat of device loss or theft is serious and imminent. It also provides them 

with information regarding potential countermeasures and drives them to seek knowledge regarding 



 

 

such solutions. Moreover, in line with other applications of PMT [40; 42], social influences also 

directly increase intentions to employ countermeasures against device loss or theft.  

Consistent with social cognitive theory [8] and protection motivation theory [60], knowledge 

regarding countermeasures against device loss or theft is an important source of information for 

efficacy assessments. It increases self- and response- efficacy beliefs. That is, when users are well 

aware of all the features and inner workings of such solutions, they feel more efficacious in using 

them and believe that the solutions are better able to reduce the harms of device loss or theft. Lastly, 

learning through experience [46] also applies to cases of device loss or theft. Users who have 

experienced such an event perceive the threat to be more severe than others who did not, presumably 

because they perceive themselves to be more susceptible to device loss or theft, and are well aware 

of the potential harms of such events. 

Altogether, the findings indicate that PMT and social learning processes can be intertwined and 

influence user intentions to employ countermeasures against device loss or theft. The implications of 

this view for research and practice are discussed below. 

6.1. Implications for Research 

We analyzed a special security issue in the mobile device use context and built a user behavior 

model that combines both self-protection and social learning perspectives.  Because mobile devices 

can be used anywhere and their use is fairly visible; and mobile device loss or theft can be quite 

prevalent, learning in this contexts relies on multiple sources of information which perhaps may be 

less relevant in other contexts, including explicit and implicit social influences and personal 

experience of the threat. By combining the PMT and social learning theory as a means to address 

unique features of the mobile environment this study makes important strides toward better 

understanding user security behaviors in the mobile device use context. 



 

 

First, this study extends the view of PMT employed by past research by adding the social 

learning perspective.  Prior studies have mostly illuminated the importance of threat and coping 

assessments in the coping behavior development process, e.g., Johnston and Warkentin [34]; and 

have done so in organizational systems context. This study extends the well-established view that 

coping and threat appraisals influence coping behaviors, by delving into key social and learning 

antecedents of such appraisals in the mobile device use context. To do so, it examined key 

information sources that can shape the development of coping and threat assessments through social 

and vicarious learning, in an understudied context with a unique set of information sources. That is, 

while prior research has mostly focused on the cognitive meditational processes (i.e., coping and 

threat appraisals) as antecedents of coping intentions in organizational systems contexts, this study 

extends this view such that it includes sources of information as predictors of the cognitive 

mediation processes in mobile device use settings which are prevalent, yet different and 

understudied. This perspective, which posits that coping and threat appraisals are mediational 

mechanisms, is consistent with the PMT model [60].  Hence the findings imply that more research 

should be done on such information sources, especially in mobile device use contexts, because they 

have the potential to be the basis upon which important threat and coping assessments are developed. 

These informational sources can sometimes be manipulated directly by companies and service 

providers, as opposed to threat assessment. Findings regarding informational sources can therefore 

also have practical implications. 

Second, the findings of this study illuminate the relevance of social learning processes, as well 

as the applicability of social learning theories to the case of mobile device security behaviors. The 

findings suggest that mobile device users learn from their environments through observation, 

imitation, and social cuing, as prescribed by the social learning aspects of the social cognitive theory 

[8]. While such effects of social cues and pressures on one’s threat and coping appraisals have been 

demonstrated in other contexts [e.g., 50], this study is among the first ones to articulate and 



 

 

empirically support such broad effects in the case of mobile device security behavior, which is 

unique in many respects, as per the introduction. It is worth noting that social cues have been shown 

to influence self-efficacy assessments in the case of privacy policy compliance [72]. Nevertheless, 

we have argued and demonstrated that social cues and environmental stimuli can also influence 

threat appraisals.  Thus, social cues and other environmental stimuli have a broader influence on 

protection-motivation processes than previously assumed. 

Arguably, the informational sources used in our model, while especially relevant and salient in 

the mobile device context, may be relevant to other contexts as well. That is, the boundary 

conditions for the theory which we set in this study to include mobile devices use settings, can be 

possibly extended to other IS use situations. For example, past incidents of computer virus infection; 

or pressures from peers or organizations regarding the use of virus defense software may signal to 

users that such threats are more imminent and influence their threat appraisals. Similarly, knowledge 

regarding virus protection applications or privacy regulation mechanisms may drive user 

assessments of their abilities to use tools or comply with such policies. Ultimately, this study can 

serve as a platform for extending our understanding of user security-related behaviors using a broad 

PMT view which includes the information sources on which threat and coping appraisals are 

partially based.  

Third, our results support and extend current findings regarding protection-motivation in IS 

contexts. This study extends the generalizability of the protection-motivation framework to a 

relatively unexplored, yet important context, i.e., coping with mobile device loss or theft harms. This 

extension is important, because existing studies often focus on organizational information systems, 

where the organizations want their employees to protect organizational interests. In such IS contexts, 

security policies are developed by organizations, and employees are educated and encouraged 

(through rewards and punishments) to follow these policies. Differing from such studies, the current 

research applied PMT in a personal mobile usage context, where individual users are personally 



 

 

responsible for protecting their mobile devices from the threat of loss or theft, without necessarily 

having policy pressure from the workplace. Hence the findings imply that PMT is also suitable for 

explaining IS-related personal goal-oriented protective behaviors. Given the prevalence of individual 

device use, both for personal and work settings ([e.g., the Bring-Your-Own-device trend, see 49; 

76]), such protective behaviors regarding one’s own device are research-worthy. 

Lastly, this study has shown that it is feasible to treat threat appraisals as the product of threat 

severity and susceptibility.  This view is consistent with the operationalization of risk [9; 10], which 

often includes a product of the event likelihood and the severity of the outcome. Considering threat 

appraisals as risk assessments opens the door for expanding the body of work on protection 

motivation in the IS context, by relying on the vast literature on risk [2; 22; 47]. We thus call for 

future research to add risk analysis aspects, drivers, and outcomes to protection-motivation models. 

6.2. Implications for Practice 

The findings point to several important implications for mobile service providers, and 

organizations that provide their employees with mobile devices, mobile device owners, as well as 

BYOD-enabled organization. The results of this study showed that threat and coping appraisals are 

important determinants of intentions to employ protective countermeasures against the threat of 

device loss or theft; and that these assessment are influenced in part by knowledge regarding the 

response, past experience of the threat, and social influences. Interestingly, many of these 

antecedents can be modified and manipulated through actions of mobile service providers, 

organizations that provide their employees with mobile devices, and mobile device owners. 

Firstly, this study illustrated the importance of self-protection of personal-IS users. Nowadays 

more and more technologies such as smart phones and tablets have become consumer products that 

are used for both personal and working purposes. Social learning therefore should be encouraged by 

organizations to make self-protection more proactive.  However, given the dual-use of many of these 



 

 

devices (e.g., they can store work documents as well as personal pictures), the responsibility for 

improving users’ coping abilities shifts also to the end-users, who should be motivated to protect 

their personal assets, learn about loss and theft risks, and act upon their threat appraisals. 

Secondly, BYOD enabled organizations (through their IT departments) and mobile service 

providers should give users access to countermeasures against device loss or theft. This would serve 

a triple purpose. As per our model it can increase coping intentions directly, increase user threat 

assessments through social cuing, and increase their knowledge regarding, and awareness of, the 

countermeasures. Social cues can be amplified by letting users know how many of their friends or 

co-workers use such countermeasures. This can be done on company portals or by emailing users 

such information. Presumably such social pressures have the capacity to drive conformity [23], and 

ultimately the abovementioned triple effect.  

Thirdly, it is not enough to provide or give access to such countermeasures. Multiple 

stakeholders need to increase user knowledge regarding such tools in order to increase user coping 

appraisals. Organizations can increase user knowledge regarding coping mechanisms by providing 

mandatory training, or by providing users with incentives (e.g., more remote access privileges, 

higher pay) if they go through the required training. Organizations can also increase employees’ 

knowledge regarding device loss and theft countermeasures by offering online discussion forums and 

wikis devoted to such issues, and encouraging participation [71].  Mobile service providers can 

employ similar means – provide online training to users, or discuss such issues in forums and wikis 

such that mobile device user knowledge regarding countermeasures against device loss or theft is 

increased. Users can also actively seek for knowledge in forums, websites and countermeasure 

applications vendor materials. These actions should help them advance their levels of knowledge, 

and consequently their self- and response-efficacy assessments.  

Lastly, companies can simulate device loss or theft in training sessions and show users what 



 

 

they might go through in real cases of device loss or theft. Similarly, they can ask users who have 

experienced device loss or theft to share their presumably painful experiences with others. While 

none of these steps amounts to actual device loss or theft, they can achieve similar objectives – 

increase user fear of this event, and impact user beliefs regarding the susceptibility and severity of 

such an event. 

6.3. Limitations 

Several limitations of this study should be noted. First, we used a dataset collected at one point 

in time. Such cross-sectional data may not reflect cognitive changes in the social learning process 

and support the causality implied by our model. Moreover, because there is often a gap between 

intentions and actual behaviors, it would be better had we been able to capture consequent coping 

behaviors.  In addition, our model focused on a limited set of information sources. SLT is general 

and does not point to specific information sources. We hence used informal discussions with peers as 

well as an application of the SLT logic to the mobile context to elicit this set. Future research can 

perhaps engage in deeper qualitative analyses and detect a broader set of information sources which 

can be used for threat and coping appraisals.  

Second, because our model was developed around the unique attributes of mobile technologies, 

the generalizability of our findings may be limited. Moreover, it is possible that the results may be 

different in other cultures [25], or when applied to other coping behaviors in different IS use contexts. 

Furthermore, the measures we used were tailored to the current context (mobile devices), and 

deviated from existing measures which focused mostly on organizational systems.  Thus, even 

though they were validated in the pilot study, caution should be exercised when comparing our 

results to those presented in past research. In addition, the experience of threat was measured in a 

binary fashion. Future research can extend this view and examine the effects of the severity and 

recency of the threat experience. 



 

 

Lastly, the sample in this study may be somewhat heterogeneous as it taps into different types 

of devices and uses. On the one hand, this allowed for seeing the forest; i.e., the big picture. On the 

other, it prevented us from seeing the trees, i.e., the specifics of each situation. While we controlled 

for these effects and ruled them out, it is still possible that a larger sample will reveal that user 

behaviors differ by the device they employ and their primary uses of the device. Furthermore, while 

our model relies on the unique attributes of mobile devices (e.g., that it is relatively easy to lose them 

and that they are used among other things for personal purposes), it did not capture such attributes 

and integrated them with the captured concepts. We hence call for future research to enrich our 

model and include mobile-environments-specific factors.  

7. Conclusion 

This study sought to explain why people intend to use technical countermeasures against mobile 

device loss or theft harms. It used a combined protection-motivation and social-learning lens of 

analysis to explain this phenomenon. The findings indicated that user intentions to employ such 

countermeasures are influenced by their assessments of the threat, beliefs regarding their ability to 

employ the countermeasures, and assessments regarding the effectiveness of the countermeasures. 

These appraisals were informed through social and vicarious learning processes, in part, by available 

sources of information – social influence, knowledge regarding the countermeasures, and past 

experience of the threat. Ultimately, this study depicts threat and coping appraisals as mediational 

mechanisms which are informed by various internal and external sources of information. By 

demonstrating the viability of such informational sources in forming threat and coping appraisals, 

this study paves the way for further expansions of the protection-motivation framework and points to 

several theoretical and practical implications. Future research is encouraged to further expand this 

view in order to help organizations fight the dangerous epidemic of mobile device loss or theft.  
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